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Nothing in this job description restricts management's right to assign or reassign duties and 

responsibilities to this job at any time. 

DUTIES  This is a non-career term job at the Metropolitan Washington Airports Authority 

(Airports Authority).  Serves as the Security Architect in the Information Security Department of 

the Office of Technology (Office).  Maintains security of the Airports Authority computer 

systems and data.  Plans, coordinates, and directs all enterprise information security architecture 

(EISA) activities for the Airports Authority, including: determining security requirements; 

planning, implementing, and testing security systems; preparing security standards, policies, and 

procedures; and working with Office team members to ensure that new and existing technologies 

meet security requirements.  Performs related functions. 

 

--Works with Office Departments (ERP and Applications Development, Enterprise Architecture, 

Enterprise Business Innovation and Analytics Solutions, Program Support, and Technology 

Operations), Airports Authority business units, vendors, and contractors on new technology 

projects to ensure that security is effectively designed for enterprise technology solutions by 

identifying appropriate security requirements; engineering practical security solutions; and 

implementing measurable security guidelines. 

 

--Designs security controls based on the security architecture to circumvent, counteract, or 

minimize security risks to new projects, including: analyzing the business requirements and 

objectives against the architecture; evaluating the data flows; assessing the underlying 

technologies; and determining the security risks and controls required to meet the overall 

business objective of each technology project.  Ensures cloud initiatives meet or exceed Airports 

Authority security architecture standards, including those implemented with Infrastructure as a 

Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). 

 

--Ensures EISA is implemented at all levels of Airports Authority information technology (IT) 

systems by working with and advising the Enterprise Architecture (EA) Department in designing 

and documenting the security standards using The Open Group Architecture Framework 

(TOGAF) and other security frameworks, such as the National Institute of Standards and 

Technology (NIST), Payment Card Industry (PCI), International Organization for 

Standardization (ISO) 27001, and Control Objectives for Information and Related Technology 

(COBIT).  Works with the EA group to translate TOGAF layers into IT security blueprints. 

 

--Evaluates existing Airports Authority networks, systems, and technologies against security 

architecture standards to identify performance gaps.  Implements corrective action plans in 

collaboration with the system owners and custodians where gaps are found.  This includes, but is 

not limited to, classifying systems and data, and reviewing baseline security standards and 

configurations for technology platforms and computer programming language (Microsoft 

Windows, Linux, Java, etc.) used by the Airports Authority.  Creates and implements new 

security standards for technologies that do not have a current security standard in place. 

 

--Serves as the primary Information Security Department representative on the Change 

Management team; determines the impact of proposed changes on the security standards of the 

Airports Authority to ensure that all security standards are consistently implemented. 

http://en.wikipedia.org/wiki/Security_risk
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--Evaluates the security architecture of vendors/contractors and other third parties who store 

access and store Airports Authority data on their systems against the Airports Authority security 

architecture to ensure all identified gaps are resolved.  Ensures language is written into third 

party contracts that addresses information security architectural requirements. 

 

--Participates in the design, development, and implementation of strategic information security 

initiatives concerning data leakage protection (DLP), mobile device management (MDM), 

identity access management (IAM), and the cloud to protect Airports Authority business systems 

from security threats and interruptions. 

 

--Works with the Applications Development and Enterprise Business Innovation and Analytics 

Solutions departments as the subject matter expert (SME) for technologies using identification, 

authentication, authorization, single sign-on security (SSO) and federation to exchange 

information over web services in computer networks; technologies include: Simple Object 

Access Protocol (SOAP), Security Assertion Markup Language (SAML), and Representational 

State Transfer (REST). 

 

--Recommends solutions for protecting Data at Rest and Data in Transit based on Airports 

Authority business process objectives; examples include data within the Airports Authority 

public key infrastructure (PKI), virtual private network (VPN), Secure Sockets Layer (SSL), 

Secure Shell (SSH) and Secure File Transfer Protocol (SFTP). 

 

--Collaborates with Information Security Engineers to advise on the logging, monitoring, and 

alerting configuration of applications, systems, and other technologies.  Participates on the 

Security Incident Response Team (SIRT) to analyze security breaches and their impact on 

information security; recommends changes to the architecture standards where necessary to 

prevent security breach reoccurrence. 

 

--Researches information security industry developments to keep apprised of evolving legal, 

regulatory, and other compliance measures, such as the Payment Card Industry (PCI), Health 

Insurance Portability and Accountability Act (HIPAA), etc., which may impact the Airports 

Authority security architecture standards. 

 

--Communicates and interacts effectively with internal and external business contacts including, 

but not limited to, other members of the unit/team, other members of the Office of Technology, 

other Airports Authority employees (such as managers, supervisors, professionals, and support 

staff), vendors, contractors, and suppliers. 

 

--Uses a computer and (a) modern office suite software (such as MS Office) to communicate 

(email); plan; schedule; word process; manipulate data (databases and spreadsheets); 

presentations and graphics; and research (Internet use); (b) enterprise systems/software for 

requisitioning, budgeting, time and attendance and other functions; and (c) special 

systems/software (such as OBIEE) used in the Office. 

 

--Uses a vehicle to get to attend meetings at various Airports Authority offices and work sites. 
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--*Performs related duties as assigned.* 

 

Critical features of this job are described under the headings below.  They may be subject to 

change through reasonable accommodation or otherwise. 

 

MINIMUM QUALIFICATIONS (MQs) 

 

To be rated qualified for this job, an applicant must meet all of the MQs listed below at the time 

of vacancy announcement closure. 

 

1. A Bachelor’s Degree in Computer Science, Computer Engineering, Information Security, or 

Information Assurance, providing a strong foundation for successful performance of the 

DUTIES in this job description, or an equivalent combination of education, experience, and 

training that totals four years. 

 

2. Six years of progressively responsible experience in IT Security that includes substantive 

work in most of the DUTIES in this job description, to include: (a) experience as an IT 

Security SME for complex business/technology projects; (b) experience designing security 

solutions; (c) experience in Security Architecture; (d) experience in Systems or Enterprise 

Architecture; and (e) experience in Security Engineering. 

 

A Master’s Degree in Computer Science, Engineering, or Math, providing a strong 

foundation for successful performance of the DUTIES in this job description may be 

substituted for two of these six years. 

 

3. Certification as a Certified Information Systems Security Professional (CISSP) from the 

International Information Systems Security Certification Consortium (ISC2). 

 

4. Experience working with Oracle, Java, or IAM. 

 

PREFERRED QUALIFICATIONS 

 

The qualifications listed below (if any) are preferred and may be considered in the selection 

process, but they are not required to be rated qualified for this job. 

 

1. A Master’s Degree in Computer Science, Engineering, or Math. 

 

2. A Global Information Assurance Certification (GIAC) in Security Essentials (GSEC) 

certification from the SANS Institute or other professional institution, a Certified Information 

Security Manager (CISM) certification from the Information Systems Audit and Control 

Association (ISACA), or other relevant professional certifications. 

 

KNOWLEDGE, SKILLS, ABILITIES AND OTHER FACTORS (KSAOs) 
 

The following KSAOs are required for successful performance of this job and are a basis for 

rating and ranking applicants who are found to meet the MQs.  Local, Federal, airport industry 

http://en.wikipedia.org/wiki/(ISC)%C2%B2
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or Airports Authority specific bodies of knowledge listed below may be acquired on the job, 

typically; ability to rapidly acquire them is required at the time of vacancy announcement 

closure. 

 

1. Comprehensive knowledge of information security architecture and frameworks (e.g. 

TOGAF, NIST, ISO 27001, and COBIT) to ensure that security is effectively designed for 

enterprise technology solutions by: (a) identifying appropriate security requirements; (b) 

engineering practical security solutions; and (c) implementing measurable security 

guidelines. 

 

2. Comprehensive knowledge of technologies (e.g. SOAP, SAML, and REST) that use 

identification, authentication, authorization, SSO, and federation to exchange information 

over web services in computer networks. 

 

3. Knowledge of PKI, VPN, SSL, and SFTP to recommend solutions for protecting data at rest 

and data in transit based on organizational business process objectives. 

 

4. Ability to design security controls to circumvent, counteract, or minimize security risks to 

new projects, including: (a) analyzing the business requirements and objectives against the 

architecture; (b) evaluating the data flows; (c) assessing the underlying technologies; and (d) 

determining the security risks and controls required to meet the overall business objective of 

each technology project. 

 

5. Skill in analyzing data and established procedures within the organization to evaluate 

organizational computer networks, systems, and technologies against security architecture 

standards to identify performance gaps. 

 

6. Skill in problem solving to select, organize, and logically process relevant information 

(verbal, numerical, or abstract) to solve a problem. This includes the ability to recognize 

subtle aspects of problems, identify relevant information, and make balanced 

recommendations and decisions. Examples include implementing corrective action plans for 

security performance gaps, and recommending security solutions during the Change 

Management review process. 

 

7. Interpersonal skills to interact effectively with business contacts in a businesslike, customer 

service-oriented manner.   

 

8. Skill in oral communication to understand verbal information (including instructions, 

descriptions, and ideas) and to express such information verbally so that others will 

understand. This includes the ability to encourage oral communication by others such as 

presenting technical information, advice, findings, and recommendations to technology 

peers and management during meetings and presentations, and communicating with the 

Information Security Director. 

 

9. Skill in written communication to understand written information (facts, descriptions, ideas, 

and concepts) develop logical arguments, and to express such information in writing so that 

http://en.wikipedia.org/wiki/Security_risk
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others will understand, and concerning some issues, be convinced or persuaded.  This 

includes skill in reviewing the written work of others, such as ensuring language is written 

into third party contracts that addresses information security architectural requirements. 

 

10. Skill in using a computer and (a) modern office suite software (such as MS Office) to 

communicate (email); plan; schedule; word process; manipulate data (databases and 

spreadsheets); presentations and graphics; and research (Internet use); (b) enterprise 

systems/software (such as requisitioning, budgeting, time and attendance, and other 

functions; and (c) special systems/software (such as OBIEE) used in the Office. 

 

RESPONSIBILITY  Is responsible for maintaining security of the Airports Authority computer 

systems and data.  Plans, coordinates, and directs all EISA activities for the Office.  Work 

supports the strategic goals of the Airports Authority to architect, prioritize, implement, and 

evaluate the security technologies required for maintaining a highly secure and usable computing 

environment. 

 

Reports to the Director, Information Security (Supervisor).  Most work flows to the incumbent as 

a result of assigned functions and established work processes.  The Supervisor provides broad 

objectives and policy guidance for recurring assignments and, in consultation with the 

incumbent, brief instructions and time frames for special projects.  Most work is accomplished 

independently but requires collaboration with colleagues.  The incumbent collaborates with and 

keeps the Supervisor informed and typically elevates only highly complex or highly sensitive 

issues for assistance in resolution.  Work is typically reviewed in terms of quantity, quality, 

timeliness, customer service, teamwork adherence to guidelines, and other factors, including 

specific performance management requirements. 

 

Guidelines and references include Office policies, procedures, and standards (e.g. Office of 

Technology Standards, Change Management Process, Root Cause Analysis Procedure, 

Technology Advisory Committee Project Submittal Procedure, Electronic Communications 

System Policy, and Enterprise Technology Management Policy); PMO best practices; and 

information security industry frameworks (e.g. TOGAF, NIST, ISO 27001, and COBIT).  The 

incumbent uses seasoned judgment to adjust and apply guidelines to particular situations. 

 

EFFORT  The work is primarily sedentary, but requires moving about to obtain work 

information.  The incumbent may sit for extended periods while performing desk work. 

Regularly uses a computer, a telephone and other office equipment.  Typically exerts light 

physical effort in opening/closing file drawers, retrieving files and otherwise moving about. 

Regularly reviews computer screens, printouts, contracts, and regulations containing small print. 

WORKING CONDITIONS  Works primarily in an adequately lighted, ventilated, and 

temperature controlled office and conference rooms. 

OTHER SIGNIFICANT JOB ASPECTS  Must be able to work varied schedule of days and 

outside normal 8am-5pm business hours for scheduled and emergency maintenance and/or upgrades 

as well as standard on-call rotation.  Is subject to hold-over and recall for IT emergencies and may 

need to work nights and weekends depending on operational requirements and other factors. 


